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naxxatoe (sSebastian Graf)

IT Security Researcher / Consultant / Penetration Tester / Hacker

Profile

Naxxatoe is a IT Security Researcher / Analyst currently resident in Austria.

His Technical Skill and Abilities as well as his knowledge about IT Security
Mariahilferstrasse 51/4/28

Vienna / Austria lead him to travel the world and give bleeding edge talks at various IT Sec Conferences
T +43 664 52 11 403 and work as a Consultant for various Global Companies.

naxx@nicenamecrew.com L. . . .
http://nicenamecrew.com Combining the best from both the Ethical Hacking and the Dark Arts, he is able to

provide good and balanced Advice on Potential Threats / Attacks and Counter

measures.

Skills

IT Security Testing Skills (Finding Vulnerabilities, developing Exploits, performing
penetration tests), Technical skill (Various Programming languages, in depth knowledge
about Linux, BSD, Solaris, Windows internals and security issues), Malware Analysis

( Analyzing Binaries, building and running HoneyNet’s, BotNet tracking) Experience

as well as Physical Security Skills (Lock-picking, Social Engineering).

All of this gets rounded up with Public Speaking / Training and Consulting Experience.

Certifications
Current: None
Desired: CCNA (within this year), CEH (within this year)

Basic Information

Nickname: naxxatoe

Real Name: Sebastian Wilhelm Graf

Previous Name: Sebastian Wilhelm Maier
Spoken Languages: English, German

D.o.B: 22.11.1988 (in Korneuburg / Austria)
Location: Vienna (Austria)

Phone: +43 664 5211403

Adress: Mariahilferstrasse 51/4/28 (1060 Vienna)
E-Mail: naxx@nicenamecrew.com

Website: http://naxxatoe.com/

Xing: https://www.xing.com/profil tianWilhelm
PGP_Public_Key: http://naxxatoe.com/pubkey.txt
SSH_Public_Key: http://naxxatoe.com/ssh-rsa.txt
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Experience

| have been a speaker at many great conferences, here is a short excerpt of the

list i have been to.

Speaker the following Conferences - 2009

Deepsec Security Conference - http://deepsec.net/
Froscon (Free Software and Open Source Conference) - http://fr N.ort
Plumbercon - http://plumbercon.org/

Chaos Singularity - http://cosin.chaostreff.ch/

Linuxwochenende - http://linuxwochenende2009.luga.at/

Speaker the following Conferences - 2008

Bellua Cyber Security Asia - http://bellua.com/

Open Source Days - http://opensourcedays.org/
Hack.lu - http:// www.hack.lu/

MetaReinMain Chaos Days 111b - http://mrmcd.metarheinmain.de/

Chaos Singularity - http://cosin.chaostreff.ch/

ICMP4  -http://www.icmp4.de/
Linuxwochenende - http://linuxwochenende2008.luga.at/

Magdeburger Open Source Tag - http://www.open-source-tag.de/

IT Sec X - http://itsecx.fhstp.ac.at/
0 Sec - http://0x736563.0rg/

Speaker the following Conferences - 2007

- Deepsec Security Conference - http://deepsec.net/

Previous Work at Companies

Having worked as a freelancer for quite some time, this list is only available

upon request, as it is quite long.

Education

9 Years of basic education in Austria, everything else is self education.
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Work Samples

- NiceNameCrew: (a nonprofit it security research team) - http://nicenamecrew.com/

- Malwarepunk: (a modular malware analysis framework) - http://malwarepunk.com

Mariahifferstrasse 51/4/28 - Crackfoo: (a password lookup service based on databases+rainbow-tables) - http://

Vienna / Austria crackfoo.nicenamecrew.com/

T +43 664 52 11 403 _ . . ‘ ' '
naxx@nicenamecrew.com - Douf00: (slim and lightweight presenter’s screen for Linux/BSD - together with
http://nicenamecrew.com Martin_Natano) - http://data.nicenamecrew.com/tools/DouF00/DouF00-current.tar.gz

- Portscan.at (Portscan yourself, anytime anywhere) - http://portscan.at/

- NoMoreCrypto: (Rainbow Table Generation and Exchange/Distribution Service) -
http://nomor to.com

- SecurityByCandleLight: (regular it security meet-up) - http://metalab.at/wiki/
Security_bei_Kerzenschein

Papers

- Malware for Soho Routers: http: ta.nicenamecrew.com rs/malwareforr
paper.txt

- PhpMyAdmin Hacking Basics: http://data.nicenamecrew.com/papers/pma/

hpmyadmin.txt

- PhpMyAdmin Hacking Advanced: http://data.nicenamecrew.com/papers/pma/
maadvan Axt

Other
- PhpPress 0.2.0 Remote File Inclusion: http://data.nicenamecrew.com/exploit
hpr 2. isplay.php)l ocalFilelnclusion.txt

- Txx Cms Remote File Inclusion: http://data.nicenamecrew.com/exploits/Txx_Cms-
Filelnclusion.txt

- Ossigeno-Script Remote File Inclusion: http://data.nicenamecrew.com/exploits/
Txx_Cms-Filelnclusion.txt

I never really cared about releasing any exploits in the past, so this is why this list
a bit short, this will change soon.

Referrals

To be added soon.
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